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COMPUTER CACHE SYSTEM PROVIDING
MULTI-LINE INVALIDATION MESSAGES

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

This invention was made with government support under
0963737 awarded by the National Science Foundation. The
government has certain rights in the invention.

CROSS REFERENCE TO RELATED
APPLICATION

BACKGROUND OF THE INVENTION

The present invention relates to computer architectures and
in particular to a memory cache system reducing the burden
of cache coherence message transmission.

Computer processors may have cache memories which
serve to reduce the processing delay associated with waiting
for data from a main memory. Data expected to be used by the
processor in executing a program is loaded into the cache
memories. The architecture and proximity to the processor of
the cache memory provide faster data access to the processor
when the data is needed.

Cache coherence protocols are used when multiple proces-
sors and caches may access a common main memory. These
cache coherence protocols coordinate changes in the data in
individual caches (for example caused by one processor writ-
ing to its cache memory) so that the data accessed by the
different processors is practically consistent. One common
cache coherence protocol is the MSI coherence protocol in
which the data of the cache is given a status of modified,
shared, or invalid.

Generally, under such cache coherence protocols, when a
given processor writes data to its cache, an invalidation mes-
sage is communicated to the other caches to inform them that
the corresponding data in their caches is no longer valid. The
process of coordinating caches may be effected through a
directory which receives and transmits coordination mes-
sages between the individual caches.

In complex multiprocessor systems, invalidation messages
place severe demands on the bandwidth of inter-cache com-
munication channels. The transmission of these messages can
also represent a significant amount of energy consumption
and generated heat.

SUMMARY OF THE INVENTION

The present inventors have recognized that in many cases
temporally proximate invalidation messages are related to a
common region of memory. By combining these invalidation
messages with a single reference to the common region of
memory, the amount of invalidation message traffic can be
significantly reduced. Combining invalidation messages
requires that some invalidation messages be delayed to be
collected together with later invalidation messages. Normally
invalidation messages must be sent substantially immediately
to preserve cache coherence; however, delay of invalidation
messages is possible in periods of program execution where
data-race conditions do not occur, that is, conflicting changes
of common data by different processors. By delaying and
collecting invalidation messages associated with common
regions of memory during program executions that do not
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2

have data-races, the present invention reduces invalidation
network traffic and energy consumption.

More specifically, in one embodiment, the present inven-
tion provides a computer architecture having: a cache
memory holding lines of data that may be individually invali-
dated, a processor for executing program instructions operat-
ing on data from the cache memory, and a cache controller.
The cache controller operates to (a) detect access of cache
lines by operations of the processor where the access requires
a transmission of invalidation messages for coherent cache
operation; (b) delay communication of the invalidation mes-
sages and (c) collect multiple delayed invalidation messages
in a single combined invalidation message and transmit the
single combined invalidation message instead of multiple
invalidation messages.

It is thus a feature of at least one embodiment of the inven-
tion to reduce the amount of data that must be transmitted for
cache coherence with benefits in reduced system complexity,
reduced energy consumption, and reduced heat generation.

The cache controller may further operate to detect whether
current execution of instructions by the processor are from a
data-race free region of the program, the data-race free region
being a sequence of instructions operating on data that is
unlikely to be invalidated by other processors during execu-
tion of the data-race free region by the processor and to
perform steps (b) and (c) based on detecting that the current
execution of instructions is from a data-race free region of the
program.

It is thus a feature of at least one embodiment of the inven-
tion to control the delay of invalidation messages according to
a characterization of the program being executed. This char-
acterization permits the invention to operate in an environ-
ment where data-race free execution of a program by multiple
processors cannot be guaranteed.

The multiple delayed messages may be selected to be col-
lected in a single combined invalidation message according to
whether the multiple delayed messages relate to cache lines
from a common region of a main memory.

It is thus a feature of at least one embodiment of the inven-
tion to reduce data transmission by sharing information in the
combined invalidation message related to a common address
region of the multiple invalidated lines.

The combined invalidation message may provide an
address in the main memory of the common region and pro-
vide multiple subaddresses of the invalidated lines whereby
data transmitted in the combined invalidation message is less
than the total data of the individual invalidation messages that
are combined; wherein the subaddresses are selected from the
group consisting of bit vectors having a bit for each line of the
common region and address offsets from an address of the
common region.

It is thus a feature of at least one embodiment of the inven-
tion to eliminate redundant information in the addresses of
the common region and the invalidated lines by casting the
address of the invalidated lines as bit vectors or offsets.

The cache controller may further operate to not delay com-
munication of the invalidation messages when the current
execution of instructions are not from a data-race free region
of'the program and transmits the invalidation messages with-
out combination with other invalidation messages.

It is thus a feature of at least one embodiment of the inven-
tion to permit the present invention to work with a variety of
different operating environments where strict parallel execu-
tion may not be enforced.

The cache controller may further operate to receive com-
bined invalidation messages relating to multiple cache lines
and to transmit a combination acknowledgement message
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combining multiple acknowledgement messages for each
cache line of the combined invalidation message.

It is thus a feature of at least one embodiment of the inven-
tion to provide a data transmission saving in the acknowledg-
ment process as well as in the invalidation message.

Transmission of the combined invalidation message may
be triggered by current execution of instructions by the pro-
cessor leaving the data-race free region of the program.

It is thus a feature of at least one embodiment of the inven-
tion to maximize the opportunity for invalidation message
combination.

The cache controller may operate to delay communication
of the invalidation message associated with a cache line only
if a delay permission is granted for that cache line, wherein
the delay permission indicates that no other cache has modi-
fied data of that cache line.

It is thus a feature of at least one embodiment of the inven-
tion to prevent problems with “false sharing” where distinct
data exclusively executed by different processors is neverthe-
less on the same cache line. The permission system allows
such false sharing problems to be addressed.

The cache controller may operate to transmit a request for
permission for cache lines from a directory.

It is thus a feature of at least one embodiment of the inven-
tion to provide a permission system compatible with direc-
tory cache coordination.

The request for permission may be triggered by a first
required invalidation message for a region of main memory
not common to current delayed invalidation messages.

It is thus a feature of at least one embodiment of the inven-
tion to eliminate unnecessary permission requests.

The request for permission may include that first required
invalidation message.

It is thus a feature of at least one embodiment of the inven-
tion to take advantage of the permission request to perform
the invalidation thereby saving data transmission if no other
invalidation messages arrive for combination.

The processor may be a single core processor, a multiple
core processor, a multithreaded processor, a heterogeneous
processor, an accelerator, a graphic processor unit, or the like.

It is thus a feature of at least one embodiment of the inven-
tion to provide a system that may be broadly used with a
variety of different processor types.

The detection of data-race free regions may detect instruc-
tions in the program demarcating the boundaries of data-race
free regions in the program.

It is thus a feature of at least one embodiment of the inven-
tion to provide a simple method of determining data-race free
regions that can be implemented by a compiler or the pro-
grammer.

These particular objects and advantages may apply to only
some embodiments falling within the claims and thus do not
define the scope of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a simplified block diagram of a multiprocessor
system showing different processor types each associated
with caches and cache controllers, the system employing a
directory/memory controller providing access to a main
memory, each of the cache controllers and the directory hav-
ing a multiple line invalidation message unit of the present
invention;

FIG. 2 is a fragmentary detailed block diagram of the cache
controller showing a data structure used for managing mul-
tiple line invalidation messages;
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FIG. 3 is a fragmentary detailed block diagram of the
directory/memory controller showing a data structure used
for managing multiple line invalidation message permissions;

FIG. 4 is a simplified flowchart of the principal steps
executed by the present invention;

FIG. 5 is a diagrammatic representation of a program
showing demarcating instructions for indicating regions of no
data-races;

FIG. 6 is a data diagram of single line invalidation mes-
sages compared with a multiple line invalidation message
produced by the present invention;

FIG. 7 is a data flow diagram showing coherence message
data flows and their effects on data structures at the cache
controllers and directory during the process of obtaining
delay permission;

FIG. 8 is a figure similar to that of FIG. 7 showing trans-
mission of a multiple line invalidation message; and

FIG. 9 is a figure similar to that of FIGS. 7 and 8 showing
the modification of delay permissions to prevent false sharing
problems.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENT

Referring now to FIG. 1, a cache-coherent multiprocessor
system 10 may include multiple processors 12a-c each being,
for example, single or multicore processors, or multithreaded
processors, or homogeneous or heterogeneous processors, or
special processors such as a graphic processor unit or accel-
erators, or other type of processor. Each processor 12 may be
associated with one or more cache memories 14 coordinated
by corresponding cache controllers 16.

The cache controllers 16 may inter-communicate on a net-
work 18 with a cache directory 20 that in turn connects to a
main memory 22 shared among each of the processors 12.
Main memory 22 may, for example, be a combination of
random access memory or other solid state memory and mass
storage devices such as magnetic disks or other memory
devices. Additionally, main memory 22 could employ a vari-
ety of different designs such as banking, interleaving, distrib-
uted memory, or others.

The cache controllers 16 and directory 20 operate together
to provide a standard cache coherence protocol such as MSI
as augmented by a multiline invalidation circuit 24 (MLI)
whose operation will be described below. Generally the cache
controllers 16 serve to load data from the main memory 22
into the cache memory 14 to be used by the associated pro-
cessor 12 and to write modified data of the cache memory 14
back to the main memory 22 while preserving coherence of
the data of the cache memory 14 with data of the other cache
memories 14 or main memory 22 as is generally understood
in the art.

Under the coherence protocol, when a processor 12 writes
avalueto its cache memory 14, an invalidation message must
be transmitted (for example, to the directory 20) to notify the
other cache memories 14 that may be sharing this data that
they must evict that data and ultimately obtain a fresh copy if
it is still needed. This invalidation message identifies a cache
line holding the relevant data, the cache line being the small-
est increment of the cache memory 14 that may be individu-
ally evicted or loaded.

Referring to FIGS. 1 and 2, the cache controllers 16 may
provide for a standard cache line status table 25 providing the
status of each cache line in the cache memory 14 (e.g. modi-
fied, shared, invalid) as well as identifying the cache line as a
particular address in main memory 22. Each cache controller
will also include the MLI circuit 24 associated with the
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present invention with an MLI data structure 26 that is used to
track invalidation messages generated in the cache coherence
protocol. This MLI data structure 26 links each generated
invalidation message to a particular region of the main
memory 22 representing a logical region of contiguous
addresses in the main memory 22. This region will typically
equal one or more units of transfer of memory data from the
main memory 22 to the cache memory 14, for example a page.
In the example of FIG. 2, invalidation messages are linked to
regions A and B each depicted as a row in the MLI data
structure 26. Generally each region will be identified by a
region memory address, for example, indicating the begin-
ning of the region in main memory 22.

Each invalidation message generated by the cache control-
ler 16 under the cache coherence protocol can be recorded in
a row 28 of the MLI data structure 26 by a line identification
value 30 linked to a given region and providing a subaddress
within the region associated with the invalidated line. The
subaddress may be a bit of a bit vector designating by its
location within the bit vector the given line. Alternatively, the
subaddress may be an address offset between the starting
address of the region (or some other region identifying
address) and the cache line, for example, identifying the
number of the cache line in the series of cache lines in the
region. Thus, thus for example, if region A has 8 cache lines,
the subaddress of the third cache line (if numbering is started
from 0 as is common) will be binary 0000 0100. If the sub-
address is represented as an address offset then this offset
would be 2.

Each invalidation message recorded in each row 28 may
also be associated with a delay permission indicating whether
it is acceptable to delay transmission of the invalidation mes-
sage as will be described below. These delay permissions may
be represented by permission status value 32 as will be
described.

Referring now to FIGS. 1 and 3, in the directory 20, the
MLI circuit 24 may be associated with an MLI permission
table 34 used to coordinate the permissions reflected in the
permission status value 32 held by the cache controller 16.
The MLI permission table 34, like that of MLI data structure
26, includes rows 36 associated with given regions of main
memory 22. Each cached line of a particular region is asso-
ciated in a corresponding column in row 36 with a status flag
38. In one embodiment each cache is associated with an
ownership flag 40, related to the delay permissions for one or
more cache lines from the given region, that may be held by
the given cache, as will be described below.

Referring now to FIGS. 1 and 4, the MLI circuit 24 may
execute an MLI program 41 (for example, firmware or dis-
crete logic) to further process each invalidation message gen-
erated by the standard cache coherence protocol. This pro-
gram generally checks to see if a given invalidation message
can be delayed and combined with other invalidation mes-
sages associated with the common region. Upon the genera-
tion of an invalidation message indicated by process block 42,
the cache controller 16 may determine at decision block 44
whether the processor 12 associated with that cache control-
ler 16 is executing a program or portion of a program which is
unlikely to have data-races with portions of the program
executed by other processors 12 sharing the main memory 22.

Referring now to FIG. 5, in one embodiment, this determi-
nation may be made by tracking demarcation instructions 46
in the program 48 that marked the beginning and an end of a
non-race (NR) portion of the program. These demarcation
instructions 46 may be placed by the user or by automatic
compiler operation or in some other manner. Regions where
there are unlikely to be data-races include, for example, por-
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6

tions of a program that are strictly “parallel” meaning gener-
ally that they operate on disjoint data sets (that is different
data).

If at decision block 44, the program or program portion
executed by the given processor 12 program is not in a race
region, then at decision block 45, the MLI program 41 checks
the MLI data structure 26 (as will be described in more detail
below) to see if there are any previous currently delayed line
invalidation associated with the particular region of memory
containing the current line associated with the invalidation of
process block 42.

Ifnot, meaning that the current line invalidation is for a new
region, the program proceeds to decision block 47 to deter-
mine whether there is room to handle the storage required for
delaying an invalidation message for a new region. If there is
insufficient storage space, then at process block 49, the pro-
gram 41 frees space in the MLI data structure 26 by sending
out a multi-line invalidation message associated with some
currently delayed invalidation messages associated with
another region and currently using the storage space in the
MLI data structure 26. This process of sending out a multi-
line invalidation message will be described below. The par-
ticular collected invalidation messages that are evicted, for
example, may be those that have been in the MLI data struc-
ture 26 longest, or that have not been used for the longest time
(leastrecently used) or some other criteria. This eviction frees
up space in the MLI data structure 26 and operation then
proceeds to process block 51 as discussed below.

Ifthere is sufficient storage space in the MLI data structure
26 as determined at decision block 47, then the program
proceeds to process block 51 to obtain delay permissions as
will be described below. This process of obtaining delay
permissions also operates to send out an un-delayed invali-
dation message for the line invalidation of process block 42.

Returning to decision block 45, if the incoming line invali-
dation of process block 42 is for a region for which MLI data
structure 26 exists the program proceeds to decision block 50
to determine whether there is permission (indicated in the
MLI data structure 26 of FIG. 2) for delaying the invalidation
message. [f permission is available, then at process block 52
the invalidation message may be combined with other invali-
dation messages for the same region.

If at either decision block 44 or 50, the condition of being
in a no race region or having permission is not present, the
program 41 reverts to a normal invalidation message trans-
mission per the MSI or other standard protocol, as indicated
by process block 56.

Referring now momentarily to FIG. 6 in the operation of
process block 56 multiple single-line invalidation messages
58a-c will be sent. Each single-line invalidation message 58
will have a message header 60 indicating the type of message
and other necessary message protocol data, a region identifier
62 indicating the region in main memory 22 of the cache line
subject to invalidation, and a cache line subaddress 64. When
the MLI program 41 can operate in the mode of process block
52, each of these invalidation messages 58a-c¢ can be com-
bined into a single combined invalidation message 66 which
will be substantially compressed by eliminating the need to
repeat the message header 60 and the address of the region
identifier 62 and providing only a single message header,
single region identifier 62, and combined multiple cache line
subaddresses 64. In one embodiment the combined multiple
cache line subaddresses 64 may simply be represented as a bit
vector, with a 1 in the bit vector corresponding to a line to be
invalidated and 0 otherwise. For example, if the bit vector is 8
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bits, and bits 0, 1, and 3 are 1, and the remaining bits are 0, it
means that lines 0, 1, and 3 in the given region are to be
invalidated.

Referring now to FIG. 7, the steps of acquiring the permis-
sions for MLI data structure 26 of a processor PO will be
described in more detail. In this example, it will be assumed
that a processor PO currently has stored data from cache lines
0, 2, and 3 of region A in cache memory 14. This data is
indicated to be in a shared state S in the cache line status table
25a. Upon occurrence of a store operation by processor P0
related to cache line 0 of region A (as indicated by arrow 68)
the cache controller 16 transmits to the directory 20 a permis-
sion request message (IWDPR) indicated by arrow 70. This
permission request is triggered by the fact that the invalida-
tion message for cache line 0 is the first invalidation message
related to given region A for processor P0. This permission
request message requests permissions for other cache lines of
the region A. The directory 20 further transmits this IWDPR
message per arrow 73 which may be received at other cache
controllers 16 for the other processors 12, for example, the
cache controller 16 at processor P1, where it operates to
invalidate cache line 0 as indicated by arrow 69.

Upon receipt of the permission request message at the
directory 20, an entry in MLI permission table 34 is generated
(if there is no pre-existing entry for that region). In this case,
it is assumed that there has been no previous entry for region
A and therefore the directory 20 owns all of the permissions
for all the cache lines of region A. Accordingly the directory
20 returns an acknowledgment message (AWDP) depicted by
arrow 72 indicating that permission to delay each of the cache
lines 1, 2, and 3 is granted to processor P0. Alternatively, the
AWDP message may be sent directly from P1, as is also
depicted. The directory 20 indicates that these permissions
have been granted by an F tag in permissions status 38,
indicating that the permissions to the corresponding lines
have been forwarded to at least one of a set of cache control-
lers. The directory 20 sets the ownership flag 40, correspond-
ing to PO, in MLI permission table 34, to indicate that the
cache associated with PO may now own delay permissions to
some cache lines in region A. This ownership flag, 40, is reset
when the corresponding cache returns the permissions to the
directory, as will be described below.

The cache controller 16 for processor PO records the per-
missions in a newly allocated buffer in MLI data structure 26
providing a flag (e.g. 1) for each of these cache lines in the
delay permissions. In the case where there is a pre-existing
entry in the MLI data structure 26, these permissions may be
logically ORed to any existing permissions for that region.
Also upon receipt of this acknowledgment signal, the cache
controller 16 changes the state of cache line 0 to M as indi-
cated by arrow 71 in the cache line status table 25 per standard
coherence protocols.

Permission for cache line 0 is not provided to processor PO
because the invalidation message for this cache line has
already been sent by the cache controller 16 for processor P0
and thus permission for delaying the invalidation message is
not needed by processor P0. This cache line is marked with a
D for dropped in the directory 20 indicating that it is not
available for other processors.

Referring now to FIG. 8, after the cache controller 16 has
obtained permissions for a particular region (e.g. region A),
subsequent invalidation messages for that region may be
accumulated to be combined in a combined, single invalida-
tion message. For example, the cache controllers 16 of pro-
cessor P0 may receive a new store operation to cache line A3
as indicated by arrow 74. Because permission for the delay of
the invalidation message associated with this store is avail-
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able in the MLI data structure 26, this invalidation will be
delayed. The existence ofa delayed invalidation message will
be recorded in MLI data structure 26 in the delayed line
column for the particular cache line implicated (cache line 3).

A subsequent store operation 76 for cache line 2 may
proceed similarly with the delayed invalidation message
recorded in the MLI data structure.

Transmission of multi-line invalidation messages will
occur when the data-race region is exited or if there is an
exhaustion of memory resources for MLI data structure 26
(forexample, if more invalidation messages have occurred for
more regions than can be stored). In this case, the cache
controller 16 issues a multi-line invalidation message (MLIR)
66, for example, in the form shown in FIG. 6, to the directory
20 indicated by arrow 78.

When this MLIR message is received by the directory 20,
the directory 20 determines those other cache memories 14
sharing the cache lines to be invalidated and forwards the
multi-line invalidation messages to the corresponding cache
controllers 16 per arrow 80 causing them to invalidate the
corresponding cache lines in their associated cache memories
14. In this process, the status of those cache lines is marked
invalid in the cache line status table 25 as indicated by arrows
81. At the other cache controller 16, an MLIR message may
be simply decomposed into individual single line invalidation
messages and processed according to standard cache coher-
ence protocols for single line invalidation messages.

At the directory 20, the permission status for the cache line
of region A that are to be invalidated by the recent MLIR
message are changed from forwarded (F) to owned (O), indi-
cating that these permissions have been returned to the direc-
tory and the ownership flag 40 corresponding to P0 is changed
to 0 indicating that the cache associated with P0 no longer has
delay permissions for any line in region A. When the owner-
ship flags 40 are all 0, indicating that no cache has delay
permissions for any cache line in region A, the directory owns
the permissions for all the lines in the given region, and the
corresponding row 36 in the MLI permission table 34 can be
recycled, if needed.

At the given cache controllers 16 receiving of an MLIR
message (for example, for processor P1), a combined
acknowledgment message (AMLIR) analogous to the MLIR
message is then returned as indicated by arrow 86 to the
directory 20. This acknowledgment message is then for-
warded to the cache controller 16 for processor P0 as indi-
cated by arrow 82. In an alternative embodiment, the direc-
tory 20 may return an AMLIR message to cache initiating the
MLIR message with a count of the number of additional
AMLIR messages that it will receive from other caches. The
corresponding AMLIR then may be transmitted directly from
the remote caches to the requesting cache. For example, in
FIG. 8, the AMLIR message may be transmitted directly from
the processor P1 to the processor P0.

At the cache controller 16 for processor P0, after the last of
the corresponding AMLIR messages has been received, the
entry for region A in the MLI data structure 26 is evicted and
the status of the cache lines in cache line status table 25 may
be marked as modified per standard cache coherence proto-
col. Specifically, the state of cache line 3 may be changed to
“modified” in the cache line status table 25 as indicated by
arrow 75 and the status of cache line 2 may be changed to
“modified” in the cache line status table 25 as indicated by
arrow 77.

Referring now to FIG. 9, in non-race regions of the pro-
gram, two different cache memories 14 may nevertheless
access the same cache lines as a result of different data coin-
cidentally being in a single cache line. This is termed a “false
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sharing” event because it appears as if there is shared data
between two processors when there is no actual sharing.

Assuming a state of the processors 12 at the conclusion of
the store operations described with respect to FIG. 7, but
where the cache controller 16 corresponding to processor PO
has subsequently delayed an invalidation for cache line 3,
processor P1 may issue a store targeting cache line A2 as
indicated by arrow 88. A permission request message
(IWDPR) as indicated by arrow 90 may then be transmitted to
the directory 20 to get the delay permissions for region A. The
directory 20 determines that some of the permissions (i.e. for
cache lines 1, 2, and 3) have already been forwarded to
another remote cache controller (e.g. the cache controller of
processor P0) and changes the delay permission of requested
line 2 to dropped (D) as indicated by arrow 35. It also sets the
ownership flag 40 corresponding to P1 to 1, as indicated by
arrow 91, to indicate that P1 may have received some delay
permissions as a consequence of the IWDPR message.

The TWDPR message is forwarded to other sharers as
indicated by arrow 94 for the purpose of invalidating the
indicated cache line in those cache memories 14 having that
cache line in a shared state. Additionally, an acknowledgment
signal (AWDP) is then returned to cache controller 16 of
processor P1 as indicated by arrow 92. When this forwarded
IWDPR message is received by the cache controller 16 cor-
responding to processor P0, the corresponding delay permis-
sion in the MLI data structure 26 is deleted as indicated by
arrow 37. Thus no remote cache memories 14 have permis-
sion for cache line 2 which prevents the delaying of invalida-
tion messages on “falsely shared” cache lines which may
create data-races even in a non-data-race free region of the
program. An acknowledgment signal (AWDP) is returned to
the cache controller 16 of processor P1 as indicated by arrow
95. In one embodiment, delay permissions to some cache
lines in the corresponding region A, that have been owned by
the cache controller 16 corresponding to processor P0 can be
given to the cache controller 16 corresponding to processor
P1 along with the AWDP message.

Upon completion of this acknowledgment, the state of the
cache line at processor P1 is changed to “modified” per con-
ventional cache coherence operation as indicated by arrow
39. Now when region A in MLI permission table 34 is evicted
a multi-line invalidation message for region A is sent from
processor PO even though the invalidation is for only a single
cache line 3.

Once the delay permission status 38 for a cache line in a
region A in directory 20 is changed to dropped (D), delay
permission for the cache line is not forwarded to a cache
controller 16 and thus further invalidations to that cache line
will not be delayed. Delay permission for the given cache line
will be available to be forwarded to a cache controller once
the entry 36 for region A has been recycled from MLI per-
mission table 34, as described above, and a new entry 36 for
region A reallocated afresh in MLI permission table 34, as
also described above.

It will be understood that the present invention may be
applied to multiple level caches and that the above description
represents generally treatment of a last cache level. A given
cache coherence message will be understood to be data that is
transmitted with an understood link between the data trans-
mitted, for example, as being implicitly part of a single trans-
action or related to a single set of data.

Certain terminology is used herein for purposes of refer-
ence only, and thus is not intended to be limiting. For
example, terms such as “upper”, “lower”, “above”, and
“below” refer to directions in the drawings to which reference
is made. Terms such as “front”, “back”, “rear”, “bottom” and
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“side”, describe the orientation of portions of the component
within a consistent but arbitrary frame of reference which is
made clear by reference to the text and the associated draw-
ings describing the component under discussion. Such termi-
nology may include the words specifically mentioned above,
derivatives thereof, and words of similar import. Similarly,
the terms “first”, “second” and other such numerical terms
referring to structures do not imply a sequence or order unless
clearly indicated by the context.

When introducing elements or features of the present dis-
closure and the exemplary embodiments, the articles “a”,
“an”, “the” and *“said” are intended to mean that there are one
or more of such elements or features. The terms “compris-
ing”, “including” and “having” are intended to be inclusive
and mean that there may be additional elements or features
other than those specifically noted. It is further to be under-
stood that the method steps, processes, and operations
described herein are not to be construed as necessarily requir-
ing their performance in the particular order discussed or
illustrated, unless specifically identified as an order of perfor-
mance. It is also to be understood that additional or alternative
steps may be employed.

References to “a microprocessor” and “a processor” or
“the microprocessor” and “the processor,” can be understood
to include one or more microprocessors that can communi-
cate in a stand-alone and/or a distributed environment(s), and
can thus be configured to communicate via wired or wireless
communications with other processors, where such one or
more processor can be configured to operate on one or more
processor-controlled devices that can be similar or different
devices. Furthermore, references to memory, unless other-
wise specified, can include one or more processor-readable
and accessible memory elements and/or components that can
be internal to the processor-controlled device, external to the
processor-controlled device, and can be accessed via a wired
or wireless network.

It is specifically intended that the present invention not be
limited to the embodiments and illustrations contained herein
and the claims should be understood to include modified
forms of those embodiments including portions of the
embodiments and combinations of elements of different
embodiments as come within the scope of the following
claims. All of the publications described herein, including
patents and non-patent publications, are hereby incorporated
herein by reference in their entireties.

What we claim is:

1. A method of reducing data communication burden for
cache coherence protocols in a multiprocessor system having
multiple processors associated with cache memory holding
lines of data that may be individually invalidated, the method
comprising the steps at each processor of:

(a) delaying the transmission of cache line invalidation
messages to other caches while collecting cache line
invalidation messages related to different addresses in
memory according to common regions of memory;

(b) combining the collected cache line invalidation mes-
sages in a compressed form while preserving the infor-
mation of each collected invalidation message, the com-
pressed form preserving the information of each
invalidation message in that compressed form so that
each of the invalidation messages including the multiple
different addresses in memory could be reconstructed
from the compressed collected invalidation message;
and

(c) transmitting the combined compressed invalidation
messages instead of the cache line invalidation messages
related to different addresses.
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2. The method of claim 1 wherein step (a) is conditional on
a determination at each processor that a given processor is
executing a portion of a program free of potential data-races
for data of the cache lines being combined.

3. A method of operating a computer of a type having a
cache memory holding lines of data that may be individually
invalidated and a processor executing program instructions
operating on data from the cache memory, the cache memory
communicating on a network with cache memories of other
processors to exchange invalidation messages by transmis-
sion of invalidation messages between cache memories on the
network, the method comprising the steps of operating a
cache controller communicating with the cache memory to:

(a) detect access of cache lines by operations of the pro-
cessor where the access requires a transmission of
invalidation messages for the cache memory to other
caches for coherent cache operation;

(b) detect whether current execution of instructions by the
processor are from a data-race free region of the pro-
gram, the data-race free region being a sequence of
instructions operating on data that is unlikely to be
invalidated by other processors during execution of the
data-race free region by the processor;

(c) delay communication of the invalidation messages
when the current execution of instructions is from a
data-race free region of the program;

further including the step of collecting multiple delayed
invalidation messages related to different addresses in a
memory in a single combined invalidation message
compressed with respect to the multiple delayed invali-
dation messages, while preserving the information of
each invalidation message in that combined invalidation
message so that each of the invalidation messages
including the multiple different addresses in memory
could be reconstructed from the compressed collected
invalidation messages, and transmitting the single com-
bined invalidation message instead of multiple invalida-
tion messages; and

wherein the multiple delayed messages are selected to be
collected in a single combined invalidation message
according to whether the multiple delayed messages
relate to cache lines from a common region of memory.

4. The method of claim 3 wherein the combined invalida-
tion message provides an address in the memory of the com-
mon region and provides subaddresses of the invalidated lines
whereby data transmitted in the combined invalidation mes-
sage is less than the total data of the individual invalidation
messages that are combined; wherein the subaddresses are
selected from the group consisting of bit vectors having a bit
for each line of the common region and address offsets from
an address of the common region.

5. The method of claim 3 wherein the detection of whether
current execution of instructions by the processor are from a
data-race free region determines whether the current execu-
tion of instructions by the processor are operating on disjoint
data sets with respect to processors of the other caches.

6. A computer architecture comprising:

acache memory holding lines of data that may be individu-
ally invalidated;

a processor for executing program instructions operating
on data from the cache memory;

a cache controller communicating with the cache memory
and operating to:

(a) detect access of cache lines by operations of the
processor where the access requires a transmission of
invalidation messages for the cache memory to other
caches for coherent cache operation;
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(b) delay communication of the invalidation messages to
the other caches; and

(c) collect multiple delayed invalidation messages
related to different addresses in memory in a single
combined invalidation message compressed with
respect to the multiple delayed invalidation messages
and transmit the single combined invalidation mes-
sage to the other caches instead of the multiple invali-
dation messages, while preserving the information of
each invalidation message in that combined invalida-
tion message so that each of the invalidation messages
including the multiple different addresses in memory
could be reconstructed from the compressed collected
invalidation messages; and

wherein the multiple delayed messages are selected to be

collected in a single combined invalidation message
according to whether the multiple delayed messages
relate to cache lines from a common region of the
memory.

7. The computer architecture of claim 6 wherein the cache
controller further operates to detect whether current execu-
tion of instructions by the processor are from a data-race free
region of the program, the data-race free region being a
sequence of instructions operating on data that is unlikely to
be invalidated by other processors during execution of the
data-race free region by the processor and to perform steps (b)
and (c) based on detecting that the current execution of
instructions if from a data-race free region of the program.

8. The computer architecture of claim 7 wherein the cache
controller further operates to not delay communication of the
invalidation messages when the current execution of instruc-
tions are not from a data-race free region of the program and
transmits the invalidation messages without combination
with other invalidation messages.

9. The computer architecture of claim 7 wherein transmit-
ting the combined invalidation message is triggered by cur-
rent execution of instructions by the processor leaving the
data-race free region of the program.

10. The computer architecture of claim 7 wherein detection
of data-race free regions detects instructions in the program
demarcating boundaries of data-race free regions in the pro-
gram.

11. The computer architecture of claim 6 wherein the com-
bined invalidation message provides an address in the
memory of the common region and provides subaddresses of
the invalidated lines whereby data transmitted in the com-
bined invalidation message is less than the total data of the
individual invalidation messages that are combined; wherein
the subaddresses are selected from the group consisting of bit
vectors having a bit for each line of the common region and
address offsets from an address of the common region.

12. The computer architecture of claim 6 wherein the cache
controller further operates to receive a combined invalidation
message relating to multiple cache lines and to transmit a
combination acknowledgement message combining multiple
acknowledgement messages for each cache line of the com-
bined invalidation message.

13. The computer architecture of claim 6 wherein the cache
controller operates to delay communication of the invalida-
tion message associated with a cache line only if a delay
permission is granted for that cache line wherein the delay
permission indicates that only the cache having the delay
permission can delay the communication of an invalidation
message.

14. The computer architecture of claim 13 wherein the
cache controller operates to transmit a request for permission
for cache lines from a directory.
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15. The computer architecture of claim 14 wherein the
request for permission is triggered by a first required invali-
dation messages for a region of memory not common to
current delayed invalidation messages.

16. The computer architecture of claim 15 wherein the
request for permission includes that first required invalidation
message.

17. The computer architecture of claim 6 wherein proces-
sors are selected from the group consisting of single cores,
multiple cores and graphic processor units.
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