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MEMORY FAULT PATCHING USING
PRE-EXISTING MEMORY STRUCTURES

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

This invention was made with government support under
1016262, 1318298, and 1116450 awarded by the National
Science Foundation and HR0011-12-2-0019 awarded by the
DOD/DARPA. The government has certain rights in the
invention.

CROSS REFERENCE TO RELATED
APPLICATION

BACKGROUND OF THE INVENTION

The present invention relates generally to computer archi-
tectures and, in particular, to a computer architecture that
allows “patching” of failed memory elements using alter-
native pre-existing memory.

The ability to fabricate processors using smaller transis-
tors has allowed the construction of processors with greater
transistor density and as a result many more transistors.
Although the smaller transistors can have improved energy
efficiency, generally the energy efficiency of each generation
of smaller transistors lags behind the growth in transistor
density. This leads to two distinct power dissipation prob-
lems: (1) the problem of “power density”, often leading to
“local thermal hot-spots”, where a particular region of the
chip consumes more power than can be quickly dissipated
causing a rapid rise in temperature in that region, and (2) the
problem of “global power dissipation” where the power
consumed by the entire chip cannot be fully dissipated using
cost-effective cooling methods.

These problems of power dissipation are generally
addressed in two different ways. When performance is not
critical, the operating voltage and clock speed of the pro-
cessor may be reduced. Power consumption scales quadrati-
cally with supply voltage and so this approach allows for
substantial power savings. Lower operating voltages can
cause voltage-dependent errors in memory structures such as
the processor cache.

An alternative approach is to push the temperature limits
of the processors with the expectations of some levels of
error. Higher operating temperatures can also cause tem-
perature-dependent errors in memory structures such as the
processor cache.

A variety of methods exist to mitigate temperature-de-
pendent or voltage-dependent memory errors. For example,
memory circuits can be redesigned to incorporate more
components (for example, using eight transistor SRAM cells
rather than six transistor SRAM cells) which provides
decreased voltage and noise sensitivity. Alternatively or in
addition, redundancy may be incorporated into the memory
circuits, for example, using additional error correcting
codes. Some errors can be mitigated by making the transis-
tors of the memory circuits larger to reduce process variation
that limits temperature or voltage reduction as dependent on
“weakest link” memory cells.

Each of these techniques generally increase the size and
hence the cost of the processor or memory structure.

SUMMARY OF THE INVENTION

The present invention mitigates intermittent memory
errors using pre-existing memory structures intended for
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other purposes. For example, the miss-status handling reg-
isters can be used to patch the instruction cache. Redundant
data in other pre-existing structures is flagged, for example,
with “persistence bits” that reduce the overwriting of this
data so it can serve to patch memory faults. In this regard,
the present inventors have determined that under normal
operating conditions there is excess capacity in many redun-
dant memory structures, thus providing a solution with little
or no cost impact.

Specifically then, the invention provides an electronic
computer having a processing unit for executing instructions
operating on data and an electronic memory system adapted
to hold instruction values and data values and communicate
to them with the processing unit. The electronic memory
system provides a hierarchy of memory storage structures
providing redundant storage of the instruction values and
data values among the memory storage structures. Memory
updating circuitry implements replacement and write-han-
dling policies to maintain and update one or more copies of
the contents of a given memory address in these different
storage structures.

The electronic computer further includes data access
circuitry tracking intermittent faults in first memory loca-
tions in a first memory storage structure and, at times when
there is an intermittent fault in the first memory location, (a)
directing memory accesses intended for the first memory
locations to corresponding second memory locations of a
second data structure providing redundant storage of data
with the first memory locations to patch the first memory
locations; and (b) increasing a persistence of data in second
memory locations against updating by the memory updating
circuity in comparison to the persistence of the data in the
second memory locations when there is no intermittent fault
in the first memory locations.

It is thus a feature of at least one embodiment of the
invention to make use of the natural redundancy in data
storage found in hierarchical memories to patch intermittent
memory faults.

The first and second data structures may each provide
additional functions unrelated to patching the first memory
locations.

It is thus a feature of at least one embodiment of the
invention to make use of pre-existing memory structures for
patching intermittent memory faults to reduce the added cost
to the processor system.

The first memory structure may be an instruction value
cache and the second memory structure either or both of a
micro-op cache and a miss-status handling register for
instruction values. Alternatively or in addition, the first
memory structure may be a data value cache and the second
memory structure may be either or both of a store queue and
a miss-status handling register for data values.

It is thus a feature of at least one embodiment of the
invention to make use of common memory structures,
necessary in super-scalar processors, for memory patching.

Alternatively or in addition, the first memory location
may be a first cache memory and the second memory
location may be a second cache memory at a different cache
level than the first cache memory.

It is thus a feature of at least one embodiment of the
invention to make use of hierarchical cache structures for the
purpose of patching intermittent faults.

The data access circuitry may include a fault record
identifying intermittent faults in the first memory storage
structure, and the data of the fault record may change as a
function of at least one input value selected from the group
consisting of one or more of a value indicating an operating



US 9,626,297 B2

3

voltage of the first data structure, a value indicating an
operating temperature of the first memory structure, and a
value indicating a result of an episodic memory check of the
first memory structure.

It is thus a feature of at least one embodiment of the
invention to provide a system that may accommodate
dynamically changing faults efficiently without the need to
“over provision” the electronic computer with backup
memory that is sized to accommodate a maximum number
of faults and then largely unused at other time

The data access circuitry may conduct memory accesses
intended for the first memory locations to corresponding
second memory locations of a second data structure as a
function of whether there is an intermittent fault in the first
memory location.

It is thus a feature of at least one embodiment of the
invention to permit the present invention to work both with
hierarchical memory structures that naturally occlude a
faulting memory structure (for example, a micro-op cache
and the instruction register) and those that do not naturally
occlude a faulting memory structure (for example, a miss-
status handling register and instruction register).

The fault record may be a lookup table of predetermined
values relating faults to different operating voltage of the
first data structure.

It is thus a feature of at least one embodiment of the
invention to provide a dynamic fault record that can accom-
modate changing fault patterns as operating voltage changes
while limiting costly alternative techniques to resist faults.

The data access circuitry may further include a policy
circuit overriding the increase in persistence of the data
according to an assessment of operation of the second
memory structure for its originally intended purpose unre-
lated to patching the first memory structure.

It is thus a feature of at least one embodiment of the
invention to efficiently balance the trade-off between using
a particular memory structure for its intended purpose and
for the purpose of patching memory faults.

The overriding of an increase in persistence of the data
may be a function of one or more of usefulness of data in the
second memory locations for patching indicated by fre-
quency of access, percentage of the second data structure
having increased persistence for patching, a measure of
access misses in the second data structure and a determina-
tion of whether the processor is will stall if allocation of new
entries is delayed. It is thus a feature of at least one
embodiment of the invention to make use of pre-existing
memory structures while ensuring the structures are still
functional for their original purpose.

The second memory structure may provide an architecture
more resistant to errors than the first memory structure.

It is thus a feature of at least one embodiment of the
invention to selectively “harden” some memory structures
used for fault handling with the expectation that the hard-
ening overhead will be less than required of the memory
structure having the faults and because of the size difference
between the structures.

The data access circuitry may set persistence bits in the
secondary memory structure that are read by the memory
updating circuitry to avoid updating a portion of the second
memory with set-persistence bits.

It is thus a feature of at least one embodiment of the
invention to provide a simple method of increasing the
persistence of memory used for patching faults.

These particular objects and advantages may apply to
only some embodiments falling within the claims and thus
do not define the scope of the invention.
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BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 is a simplified block diagram of an electronic
processor architecture showing a hierarchy of memory
devices including a micro-op cache, MSHRs, a store queue,
L1, L2, and L3 caches, DRAM main memory and a disk
drive;

FIG. 2 is a functional diagram of the present invention as
applied to a first and second memory storage structure and
providing a patch controller and a policy engine,

FIG. 3 is a simplified flowchart of the operation of the
patch controller of FIG. 2 in patching faulting memory
sub-blocks in a first data structure including the setting and
release of persistence and use bits;

FIG. 4 is a simplified flowchart of the operation of the
policy engine of FIG. 2 in updating the first and second data
structures according to the persistence and use bits;

FIG. 5 is a logical representation of a fault table for
intermittent faults responsive to a changing dimension of
operating voltage and/or operating temperature;

FIG. 6 is a more detailed example of the invention used
to patch an instruction cache using the micro-op cache and
the instruction MSHRs; and

FIG. 7 is a more detailed example of the invention when
used to patch a data cache using the store queue and the data
MSHRs.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

Referring now to FIG. 1, a computer system 10, for
example, implemented as one or more interconnected inte-
grated circuits, may provide at least one superscalar proces-
sor 12, including an arithmetic logic processor 14 providing
generally for the implementation of mathematical and logi-
cal operations using instruction values and data values. The
processor 14 may obtain instruction values and data values
from a hierarchical memory structure 11 including disk drive
16, main memory 18. L3 cache 20, .2 cache 22, [.1 cache
24, miss-status handling registers (MSHRs) 26, micro-op
cache 28, and store queue 30. The L1 cache 24 may be
divided into an instruction cache 244 and a data cache 245.
Generally the caches 20, 22, 24 and the MSHRs 26, micro-
op cache 28, and store queue 30 are constructed of static
random access memory (SRAM). In one embodiment each
of the caches 20, 22 and 24 will use standard six-transistor
SRAM cells. The MSHRs 26, micro-op cache 28, and store
queue 30 may be fabricated from SRAM cells and may
optionally be fortified using eight-transistor SRAM cells
and/or increasing the area of the transistors or other known
technique to better fortify them against voltage or tempera-
ture induced memory faults.

As is understood in the art, instructions and data flow
generally between the disk drive 16 and the processor 14
passing from the disk drive 16 to the main memory 18 and
then through [.3 cache 20, [.2 cache 22 and then via MSHRs
26 to the L1 cache 24. Instruction values may flow from the
L1 cache through the micro-op cache 28 to the processor 14
while data values may flow from the L1 cache to the
processor 14.

The results of processing by the processor 14 produces
data values that then flow along the reverse path described,
from the processor 14 back to the disk drive 16,

The disk drive 16 may hold programs 17 and memory 19,
the programs typically including an operating system pro-
gram of the type known in the art.
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The purpose of this memory hierarchy is to effect a
trade-off’ between the costs of memory storage and data
access speed. Generally the disk drive 16 provides a low cost
of storage but slow access whereas structures such as the [.1
cache 24 provide fast access but are relatively expensive in
terms of using valuable integrated circuit space near the
processor 14. Generally the disk drive 16 at the beginning of
the hierarchy has the highest storage capacity while the
micro-op cache 28 and the store queue 30 have the least
storage capacity. Data is generally moved to the hierarchy in
blocks based on anticipated need, such movement normally
including data that will ultimately not be used. Control of the
flow of data through this hierarchy may be according to
memory updating circuitry 36 implemented typically with
the combination of dedicated hardware and software includ-
ing, for example, portions of the operating system program
17.

The computer system 10 may also include I/O circuits 32
for communicating between the computer system 10 and
other devices such as networks, user interfaces (such as
monitors, keyboards, etc.) and the like. The computer sys-
tem 10 may also include a power management circuit 34
generally providing control of the clock speed of the various
components of computer system 10, and the operating
voltage of the various components of the computer system
10. The power management circuit 34 implements a power
management control strategy that controls clock speed and
voltage to reduce power consumption and/or heat dissipation
according to techniques well-known in the art.

In this regard, the power management circuit 34 may
monitor temperature and the use of the various components
of computer system 10 during execution and may indepen-
dently control the voltage and operating state of one or more
of the components including the processor 14 and the
various caches 20-24 in one or more control domains.

Referring now also to FIGS. 2 and 3, computer system 10
may further include a fault handling circuitry 38 of the
present invention integrated closely with other elements of
the computer system 10. The fault handling circuitry 38 will
generally intercept memory access requests 42 for data or
instructions from access circuitry 40 associated with the
processor 14 and will patch them with data from other
pre-existing memory structures and will promote use of the
other memory structures that beneficially increases the
opportunities for patching.

Generally, a memory access request 42 received by a
patch circuitry 44 will designate a request for data values or
instruction values from a given logical memory address.
This access request is indicated by process block 47 of FIG.
3 and will be nominally directed to a first memory storage
structure 46 in the hierarchical memory structure 11.

Upon receiving the memory access request 42, the patch
circuitry 44 consults a fault table 48 that indicates currently
faulting sub-blocks 50 (shown as shaded) of a given line 51
(depicted as a row) of the first memory storage structure 46.
The term “sub-block™ as used herein is not intended to
designate a particular type of memory structure, but simply
an independent element of any structure in which a fault may
be detected and recorded.

A faulting sub-block 50 is one which currently will not
reliably store values (instruction values or data values), for
example, because of operating voltage reductions under the
policy of the power management circuit 34. Typically a
faulting sub-block is experiencing an intermittent fault.

Referring momentarily to FIG. 5, in one embodiment the
fault table 48 may provide for a set of different logical tables
52a-c associated with different operating conditions where
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data in the tables 52 allow the tracking of intermittent faults.
For example, each of the tables 52 may indicate faults at a
different operating voltages or different operating tempera-
tures. Population of the tables 52 with data may be done, for
example, at the time of manufacture or by the operating
system on a dynamic basis by executing a memory check
procedure on the first memory storage structure 46 at
different temperatures or voltages. Such a memory check
procedure, for example, may read and write known values to
the first memory storage structure 46 to test for faults.
Alternatively error correction procedures may be used to
determine faults on a dynamic basis and detect errors used
to populate tables 52.

Generally each of the tables 52 may provide for a plurality
of'table entries 54 corresponding to sub-blocks 50 in the first
memory storage structure 46 which may be flagged (for
example, with a one or zero value) indicating whether the
corresponding sub-block has faulted or is expected to be
faulted. In use, one of the tables 52 is selected according to
a current operating condition, and then the table entries 54
for a sub-block 50 subject to data access is interrogated.

Returning again to FIGS. 1, 2 and 3, the circuitry 44 upon
receipt of the memory access request 42 consults the fault
table 48 according to input values of temperature, voltage, or
the like and according to the address of the access request to
determine whether the request relates to a faulting sub-block
50 as indicated by decision block 56. If there is no fault in
the accessed sub-block 50, the circuitry 44 applies the
address of the memory access request 42 to address entries
63 of the first memory storage structure 46 and controls a
multiplexer 58 to receive data from the first memory storage
structure 46 at the desired sub-block 50. This process is
indicated generally at process block 62.

If at decision block 56, the fault table 48 indicates that
there is a fault in the sub-block 50 to be accessed, then the
patch circuitry 44 provides the necessary address informa-
tion to address entries 63 of a second memory storage
structure 66 providing redundant data to the first memory
storage structure 46. The data requested is then returned
through the multiplexer 58, controlled by the patch circuitry
44, from the second memory storage structure 66 as indi-
cated by process block 70.

It will be understood that the process of accessing the
secondary memory storage structure 66 may be recursive.
That is, if the data is not in the secondary memory storage
structure 66, the invention will invoke an update policy in
which a third or fourth memory storage structure in the
hierarchy is accessed in order to obtain the necessary data.
Each of those latter memory storage structures may imple-
ment the steps of FIGS. 3 and 4 in turn. In other words, it
is contemplated that the second memory storage structure 66
may also have faulted sub-blocks 50, in which case the same
process described here with respect to the first memory
storage structure 46 and second memory storage structure 66
may be performed, for example, between the second
memory storage structure 66 and a third memory storage
structure lower in the hierarchy.

After the access of process block 70, at process block 72,
the patch circuitry 44 sets a persistence bit 65 in the second
memory storage structure 66 indicating that the line 61 that
was accessed at process block 70 is being used as a patch for
faulting memory sub-blocks 50 in the first memory storage
structure 46. In this case, the persistence bit applies to a full
line 61 of the second memory storage structure 66 rather
than a given sub-block 50; however, it will be appreciated
that an arbitrary level of granularity may be provided as
desired.
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In one embodiment, as indicated by process block 76, the
patch circuitry 44 next may set a use bit indicating that the
particular line 61 has been used (that is, accessed) which will
be used to guide a replacement policy as will be discussed
below.

Referring now to FIGS. 2 and 4, typically in parallel with
the above process, first memory storage structure 46 and
second memory storage structure 66 will be updated accord-
ing to the update circuitry 36. In this update process, new
data may be loaded into second memory storage structure 66
(from another structure in the hierarchy) and data from
second memory storage structure 66 may be loaded into the
first memory storage structure 46. The update process, may
be in response to a cache miss or the, like or in anticipation
of future accesses based on current accesses and is indicated
generally by process block 80.

At the time of replacement of data in the second memory
storage structure 66, the update circuitry 36 will determine
whether there are persistence bits 65 associated with
memory lines 61 in the second memory storage structure 66
receiving data and will attempt to manage the replacement
process in a way that preserves the data associated with the
persistence bits 65 so that it may continue to provide a
patching of corresponding lines 61 in the first memory
storage structure 46.

Specifically, as indicated by decision block 82, the update
circuitry 36 reviews destination addresses in the receiving
second memory storage structure 66 to identify persistence
bits 65 and if there are none set, replaces the data in those
addresses as indicated by process block 84. If the lines 61 to
be replaced have persistence bits 65, then at decision block
82, the refresh circuitry 36 proceeds to decision block 86 to
evaluate a policy threshold as to whether the persistence bits
65 will be honored with respect to preserving the data in
those lines 61.

Generally holding data persistently in the second memory
storage structure 66 carries with it costs of reducing the
availability of the second memory storage structure 66 for its
intended purpose which, is typically that of speeding pro-
cessing of data as it moves between the processor and
memory. The policy of decision block 86 may be imple-
mented by a policy engine 37 and generally looks to provide
an effective trade-off between these uses of second memory
storage structure 66. The policy engine 37 may make
decisions based on dynamically received data For example,
policy engine 37 may implement a policy that receives and
considers the percentage of the second memory storage
structure 66 subject to persistence bits 65 and, for example,
provides a target percentage that may not be exceeded. For
example, the policy may prevent overwriting lines 61 sub-
ject to persistence bits 65 if the total number of lines subject
to persistence bits 65 is less than ten percent of the total
storage area of the second memory storage structure 66. This
particular threshold may be set empirically or may be tuned
dynamically, for example, by the operating system by moni-
toring proxies for inefficiencies such as cache misses, pro-
cess execution time or the like.

Other possible policies may consider the usefulness of the
data subject to the persistence bit 65, measuring, for
example, by the use bits 74 described above, how much use
that particular data block has had in providing for redun-
dancy for faulted sub-blocks 50. This particular policy will
tend to provide higher priority in persistence to line 61
associated with multiple faulting sub-blocks 50 but will also
provide high priority persistence to lines 61 with as few as
a single opening sub-block when that faulting sub-block’s
data is required frequently.
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The policy engine 37 may apply usefulness against a
predetermined threshold, evicting only lines 61 having low
use or the policy engine 37, when other policy concerns
dictate that lines 61 with set persistence bits 65 must be
replaced, replaces those lines 61 having lower usefulness
first.

If the decision at decision block 86 is to ignore the
persistence bit 65, then the program proceeds to process
block 84 and the particular line 61 of the faulted sub-block
50 is overwritten and its persistence bit 65 is reset. Other-
wise, at process block 88, the particular line 61 is preserved
without overwriting and the update circuitry 36 behaves as
if no additional locations are available in the second memory
storage structure 66 either preventing the receipt of new data
or overwriting other data not subject to the persistence bit.

Generally the first memory storage structure 46 and the
second memory storage structure 66 may be implemented by
any of the following combinations in a given row of the
following Table I:

TABLE 1

FIRST DATA STRUCTURE SECOND DATA STRUCTURE

Instruction value cache 24a
Instruction value cache 24a
Data value cache 24b
Data value cache 24b

Micro-op cache 28
Instruction MSHRs 26a
Store queue 30

Data value MSHRs 26b

L2 cache 22 L1 cache 24

L3 cache 20 L2 cache 22

Main memory 18 L3 cache 20
Example [

Referring now to FIG. 6, in one example embodiment, the
invention may provide a patching of the instruction cache 24
making use of the micro-op cache 28 and the instruction
MSHRs 26a. During normal operation, the instructions from
the instruction cache 24a are decoded into micro-operations
that are stored in the micro-op cache 28. On a micro-op
cache 28 miss, instructions are read from the instruction
cache 24a or the associated instruction MSHRs 26a. In this
respect, the micro-op cache 28 will naturally patch bad
sub-blocks 50 in the instruction cache 24a and may be said
to occlude faults in the instruction cache 24a.

In the event that data from a bad sub-block 50 is needed
and is not in the micro-op cache 28, the patch circuitry 44
forces a miss when the instruction cache 24aq is accessed as
guided by the fault table 48. The fetch then reads the
necessary data from the instruction MSHR 264 and loads
that data into the micro-op cache 28 together with a persis-
tence bit 65 indicating that entry in the micro-op cache 28 is
serving the patch in the instruction cache 24a and thus
should be preserved if possible. As noted, the persistence bit
65 modifies the replacement policy affected by the refresh
circuitry 36 according to the policy engine 37, so that this
data marked with the persistence bit 65 is favored with
respect to preservation as opposed to data not marked with
a persistence bit.

The patch circuitry 44 also sets use bits 74 in the micro-op
cache 28 that can be used as part of the replacement policy
discussed above to prefer persistence for lines 61 of the
micro-op cache 28 with persistence bits 65 and high num-
bers for use bits 74 cases where some lines 61 need to be
ejected those the micro-op cache 28.

Alternatively or in addition, the instruction MSHRs 26a
may be used to perform the patching of the instruction cache
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24a. As is generally understood in the art, MSHRs 26 are
used to track outstanding misses that must be serviced from
a lower level cache or memory. They allow non-blocking
memory requests by storing the data needed to continue the
operation once the data is available. Each instruction MSHR
26a has an associated fill buffer entry to hold the data before
it is written into the cache 24. Since the cache line may not
be furnished by the lower-level cache all at once, each
instruction MSHR 26a contains valid bits (not shown) to
track which sub-blocks are currently valid in the associated
fill buffer. Once all sub-blocks are valid, the line is written
to the instruction cache 244 from the buffer, and the instruc-
tion MSHR 264 and buffer can be freed. For best perfor-
mance, MSHRs 26a are able to service loads from partially
accumulated cache blocks or blocks that have not yet been
written to the instruction cache 24a. A memory access
request 42 will check its address against the block address
stored by the instruction MSHR. 264 to see whether the data
required is currently valid in the buffer on a match, and the
load can be serviced directly from the fill buffer. Otherwise
the load misses. As before, a persistence bit 65 is used to
indicate whether each entry in the instruction MSHRs 264 is
a patch of the instruction cache 24. Use bits 74 are also
provided to allow the replacement policy to preserve, pref-
erentially, lines 61 of the instruction MSHRs 264, associated
with persistence bits 65, that are also frequently used.

When access to an unpatched, faulting sub-block 50 of the
instruction cache 24aq is attempted, a cache miss is invoked
and the instruction MSHR 26qa tasked with obtaining the
necessary data. Once the entire cache line has been accu-
mulated by the instruction MSHRs 26¢ in line 61, it is
written into the instruction cache 24a (for the purpose of
populating the fault-free sub-blocks 50) but instead of the
line 61 of the instruction MSHRs 264 being freed, the line
61 of the instruction MSHRs 26a is retained and the per-
sistence bits 65 set. The same data is now present in both the
MSHR and the cache 24. The patch circuitry 44 requires that
a hit in the MSHRs will take precedence over the instruction
cache 24 so that as many loads as possible will be serviced
from the MSHRs avoiding disabled cache sub-blocks.

Again the update circuitry 36 may follow a policy engine
37 in respecting the persistence bits 65. A line in the
instruction MSHRs 26a with a set persistence bit 65 can be
invalidated if all the space in the instruction MSHRs 264 is
in use and the instruction cache 244 needs to allocate MSHR
space to handle a new miss. Once a line 61 of the instruction
MSHRs 26aq is overwritten, a copy of the line 61 in the cache
24 becomes unpatched and persistence bits 65 in the corre-
sponding line 61 of the overwritten instruction MSHR 26a
are reset.

it will be appreciated that both the micro-op cache 28 and
the MSHR 26 may be used for patching at the same time.
This shared responsibility may be implemented by dividing
the addresses of the instruction cache 24 among these
different patch structures. Alternatively both mechanisms
may be applied to all errors; that is lines of the MSHR 26
used for patching may be marked with a persistence bit 65
and that data, when read by the micro-op cache 28, may also
be marked with a persistence bit 65.

Example 11

Referring now to FIG. 7, the same technique may be
applied alternatively or in addition to the to the data cache
24b which may be patched with the store queue 30 or the
data MSHRs 26b. Generally, the store queue 30 in an
out-of-order processor allows memory instructions to be
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executed out-of-order while maintaining program-order
dependencies between the data of different instructions. The
store queue 30 is also responsible for managing and squash-
ing speculative memory accesses if necessary. The store
queue 30 holds pending stores that have not yet been written
to the data cache 245. Each load instruction is assigned a
store “color” corresponding to the most recent store instruc-
tion in program order. Using its store color, each loading
memory access request 42 checks the store queue 30 for
older stores to the same address, if a match is found, data is
forwarded from the matching store queue entry to the load.

The store queue 30 may thus be used to patch the data
cache 24b in the same manner as described above with
respect to the micro-op cache 28 patching the instruction
cache 24q. Loads nominally intended to be serviced by
faulting sub-blocks 50 of data cache 245 are served by the
store queue 30 instead. Persistence bits 65 and use bits 74
may be added to the store queue 30 for the purpose of
preserving this data and effecting an efficient replacement
policy as described before.

Some architectures allow forwarding from completed
stores in the store queue 30. For these entries, the store
instruction has been committed and the stored data has
already been written to the data cache 245. Normally there
would not be much utility in keeping these entries; however,
allowing completed stores is beneficial if these entries are
patches. Allowing completed entries to be retained does not
degrade performance or cause deadlock since if a new store
queue entry must be allocated, a completed entry can
immediately be invalidated. This status as completed may be
marked by a bit (not shown) and may serve as the persis-
tence bit 65 or, alternatively, a separate bit that may be
employed.

By allowing completed stores in the store queue 30, some
faults of the data cache 245 will be patched as a side effect.
In this implementation, all stores in the store queue 30
including those addressing disabled cache sub-blocks 50 are
upgraded to completed status after writing to the cache.

Depending on store queue 30 implementation, additional
improvements can be obtained. Although the store queue 30
is traditionally implemented as a circular buffer, it is known
to implement such store queues 30 in unordered fashion.
Accordingly the patch circuitry 44 can benefit by removing
entries from the store queue 30 out-of-order to allow non-
patch entries that have been completed to be removed in
favor of completed patch entries that serve as patches.
Alternatively, a circular store buffer may be combined with
a separate unordered buffer for completed stores.

End of Example II

Intermittent faults as used herein, means faults that can
and are expected to occur and disappear over the expected
operating life of the processor and may be distinguished
from permanent faults that result from manufacturing
defects and that manifest as faults continuously for the entire
life of the computer.

It will be appreciated that the various circuits and com-
ponents as described herein may be dedicated circuitry or
combinations of circuitry and firmware and/or circuitry and
software and that particular functions described herein as
distinct circuitry may share hardware and software elements
and are depicted as separate isolated components as a logical
matter primarily for the purpose of clarity.

Certain terminology is used herein for purposes of refer-
ence only, and thus is not intended to be limiting. For

example, terms such as “upper”, “lower”. “above”, and
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“below” refer to directions in the drawings to which refer-
ence is made. Terms such as “front”, “back”, “rear”, “bot-
tom” and “side”, describe the orientation of portions of the
component within a consistent but arbitrary frame of refer-
ence which is made clear by reference to the text and the
associated drawings describing the component under dis-
cussion. Such terminology may include the words specifi-
cally mentioned above, derivatives thereof, and words of
similar import. Similarly, the terms “first”, “second” and
other such numerical terms referring to structures do not
imply a sequence or order unless clearly indicated by the
context.

When introducing elements or features of the present
disclosure and the exemplary embodiments, the articles “a”,
“an”, “the” and “‘said” are intended to mean that there are
one or more of such elements or features. The terms “com-
prising”, “including” and “having” are intended to be inclu-
sive and mean that there may be additional elements or
features other than those specifically noted. It is further to be
understood that the method steps, processes, and operations
described herein are not to be construed as necessarily
requiring their performance in the particular order discussed
or illustrated, unless specifically identified as an order of
performance. It is also to be understood that additional or
alternative steps may be employed.

References to “a processor” and “a computer” or the like
can be understood to include one or more processors,
computers, etc. That can communicate in a stand-alone
and/or a distributed environment(s), and can thus be con-
figured to communicate via wired or wireless communica-
tions with other processors, where such one or more pro-
cessor can be configured to operate on one or more
processor-controlled devices that can be similar or different
devices. Furthermore, references to memory, unless other-
wise specified, can include one or more processor-readable
and accessible memory elements and/or components that
can be internal to the processor-controlled device, external
to the processor-controlled device, and can be accessed via
a wired or wireless network.

It is specifically intended that the present invention not be
limited to the embodiments and illustrations contained
herein and the claims should be understood to include
modified forms of those embodiments including portions of
the embodiments and combinations of elements of different
embodiments as come within the scope of the following
claims. All of the publications described herein, including
patents and non-patent publications, are hereby incorporated
herein by reference in their entireties.

What we claim is:

1. An electronic computer comprising:

a processing unit for executing instructions operating on
data;

an electronic memory system adapted to hold instruction
values and data values and communicate them with the
processing unit, the electronic memory system provid-
ing a hierarchy of memory storage structures providing
redundant storage of the instruction values and data
values among the memory storage structures;

memory updating circuitry operating to update the values
stored in the hierarchy of memory storage structures
between different memory storage structure per the
hierarchy; and

data access circuitry tracking intermittent faults in first
memory locations in a first memory storage structure
and, at times when there is an intermittent fault in the
first memory location, operating to:
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(a) direct memory accesses intended for the first memory
locations to corresponding second memory locations of
a second data structure providing redundant storage of
data with the first memory locations to patch the first
memory locations; and

(b) increase a persistence of data in second memory

locations against updating by the memory updating
circuitry in comparison to the persistence of the data in
the second memory locations when there is no inter-
mittent fault in the first memory locations.

2. The electronic computer of claim 1 wherein the first and
second data structures each provide additional functions
unrelated to patching the first memory locations.

3. The electronic computer of claim 2 wherein the first
memory structure is an instruction value cache and the
second memory structure is selected from the group con-
sisting of a micro-op cache and a miss-status handling
register for instruction values.

4. The electronic computer of claim 3 wherein the second
memory location includes memory locations from both the
micro-op cache and the miss-status handling registers for
instruction values.

5. The electronic computer of claim 2 wherein the first
memory structure is a data value cache and the second
memory structure is selected from the group consisting of a
store queue and miss-status handling registers for data
values.

6. The electronic computer of claim 5 wherein the second
memory location includes memory locations from both the
store queue and the miss-status handling registers for data
values.

7. The electronic computer of claim 2 wherein the first
memory location is a first cache memory and the second
memory location is a second cache memory at a different
cache level than the first cache memory.

8. The electronic computer of claim 2 wherein the first
memory location is a DRAM random access memory and
the second memory location is a SRAM cache memory.

9. The electronic computer of claim 1 wherein the data
access circuitry directs memory accesses intended for the
first memory locations to corresponding second memory
locations of a second data structure as a function of whether
there is an intermittent fault in the first memory location.

10. The electronic computer of claim 1 wherein the data
access circuitry includes a fault record identifying intermit-
tent faults in the first memory storage structure and wherein
the data of the fault record changes as a function of at least
one input value selected from the group consisting of a value
indicating an operating voltage of the first data structure, a
value indicating an operating temperature of the first
memory structure, and a value indicating a result of a
periodic memory check of the first memory structure.

11. The electronic computer of claim 10 wherein the fault
record is a lookup table of predetermined values relating
faults to different operating voltages of the first data struc-
ture.

12. The electronic computer of claim 1 wherein the data
access circuitry further includes a policy circuit overriding
the increase in persistence of the data according to an
assessment of operation of the second memory structure for
a purpose unrelated to patching the first memory structure.

13. The electronic computer of claim 1 wherein the data
access circuitry further includes a policy circuit overriding
the increase in persistence of the data as a function of at least
one of the group consisting of; usefulness of data in the
second memory locations for patching indicated by fre-
quency of access, percentage of the second data structure
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having increased persistence for patching, a measure of
access misses in the second data structure; and a determi-
nation of whether the processor will stall if allocation of new
entries is delayed.

14. The electronic computer of claim 1 wherein the
hierarchy of memory locations provides for memory struc-
tures providing a range of different tradeoffs between data
access speeds and data storage costs.

15. The electronic computer of claim 1 wherein the
hierarchy of memory structures includes at least three of a
micro-op cache, an instruction cache, a data cache, miss-
status handling registers, an [.1 cache, an .2 cache, an L3
cache, and a dynamic random access memory array.

16. The electronic computer of claim 1 wherein the
second memory structure provides an architecture more
resistant to errors than the first memory structure.

17. The electronic computer of claim 1 wherein the data
access circuitry sets persistence bits in the second memory
structure that are read by the memory updating circuitry to
avoid updating a portion of the second memory with set
persistence bits.
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